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About SmartNet 

The project SmartNet (http://smartnet -project.eu) aims at providing architectures for optimised interaction between TSOs and 

DSOs in managing the exchange of information for monitoring, acquiring and operating ancillary services (frequency control and 

restoration, congestion management, and voltage regulation) both at the local and national level, taking into account the European 

context. Local needs for ancillary services in distribution systems should be able to co-exist with system needs for balancing and 

congestion management. Resources located in distribution systems, like demand-side management and distributed generation, are 

supposed to participate in the provision of ancillary services both locally and for the entire power system in the context of 

competitive ancillary services markets.  

Within SmartNet, answers are sought for the following questions: 

¶ Which ancillary services could be provided from distribution grid level to the whole power system? 

¶ How should the coordination between TSOs and DSOs be organised to optimise the processes of procurement and 

activation of flexibility by system operators? 

¶ How should the architectures of the real-time markets (in particular the markets for frequency restoration and 

congestion management) be consequently revised? 

¶ What information has to be exchanged between system operators and how should the communication (ICT) be 

organised to guarantee observability and control of distributed generation, flexible demand and storage systems? 

The objective is to develop an ad hoc simulation platform able to model physical network, market, and ICT in order to analyse 

three national cases (Italy, Denmark, Spain). Different TSO-DSO coordination schemes are compared with reference to three 

selected national cases Italian, Danish, Spanish. 

The simulation platform is then scaled up to a full replica lab, where the performance of real control devices is tested. 

In addition, three physical pilots are developed for the same national cases to test specific technological solutions regarding: 

¶ monitoring of generators in distribution networks while enabling them to participate in frequency and voltage 

regulation, 

¶ capability of flexible demand to provide ancillary services for the system (e.g. thermal inertia of indoor swimming 

pools, distributed storage of base stations for telecommunication). 
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1 Executive summary 

Energy markets and energy systems are evolving. The question is what the modern ICT can offer for  

the energy systems to make them smarter and more flexible for future ancillary services, i.e., functions 

needed to guarantee quality and security of electrical grids? The specified five TSO-DSO coordination 

schemes [1]  revealed new challenges and opportunities for ICT with respect to communication cost, 

quality, resiliency, response time, and security. In the future, communications can either be one of the key 

enablers or a hindrance in the transition towards flexible energy systems. In order to fully exploit the 

potential offered by ICT, we analysed the TSO-DSO coordination schemes carefully and took advantage of 

existing and future ICT technologies to elaborate a flexible ICT architecture to fulfi l the identified 

communications and security requirements. 

In this report, we present the analysis procedure that was created to identify and classify ICT 

ÒÅÑÕÉÒÅÍÅÎÔÓ ÏÆ ÔÏÄÁÙȭÓ ÁÎÄ ÔÏÍÏÒÒÏ×ȭÓ ÅÎÅÒÇÙ ÓÙÓÔÅÍÓȢ 7Å ÂÒÏËÅ ÔÈÅ ÒÅÌÁÔÉÏÎÓÈÉÐÓ ÁÍÏÎÇ ÉÎÔÅÒÁÃÔÉÎÇ 

stakeholders (business actors) down to system components and interfaces. Each data exchange between 

system components was described with ICT and security requirements. The core TSO-DSO coordination 

schemes were presented with four processes: prequalification, procurement, activation, and settlement.  

The architecture design was done both top-down and bottom-up, so that we can differentiate common 

system components suited for all TSO-DSO coordination schemes and those that are highly TSO-DSO 

coordination scheme specific. The analysis also involved the study of new technologies including e.g. the 

next generation wireless networks (5G), Internet-of-Things (IoT), the data hub, and the blockchain. They 

are potential tools to improve reliability, cost-effectiveness, and security in interactions between different 

systems in the SmartNet ecosystem. 

We also created an ICT architecture design model with the Enterprise Architect tool. The architecture 

was created according to the Smart Grid Architecture Model (SGAM), which describes the structure of the 

architecture and interactions between entities from the business layer down to the component layer. As a 

part of SGAM, we also created detailed SGAM models for pilots and simulation platform. These derived 

models focus on real ICT system implementations covering mainly one TSO-DSO coordination scheme. 

They are used to map the common ICT architecture and communication requirements of specific 

coordination schemes to the pilot realizations. 

After the completion of the architecture design, the specifications and SGAM models are handed over 

to other work packages to support the implementation or deployment of ICT solutions for the pilots and 

simulation platform.  
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2 Introduction 

Energy systems are moving from static and centralised architectures towards more flexible, 

automated, and distributed structures due to the growing share of ICT and distributed energy resources 

(DER) [2] . ICT is gradually expanded throughout geographically distributed networks allowing an 

increased number of remotely controllable subsystems and components. Moreover, large-scale 

deployment of distributed generation and storage are boosting the evolution from passive systems 

towards more proactive ones that can react on various dynamics of the energy systems with improved 

efficiency and agility. As the energy flow becomes more and more bidirectional, the amount of required 

information increases and demands for ICT become more versatile depending on e.g. offered ancillary 

services, end-ÕÓÅÒÓȭ ÐÒÅÆÅÒÅÎÃÅÓȟ ÁÎÄ ÍÁÒËÅÔ ÒÅÇÕÌÁÔÉÏÎÓ This poses new challenges for communication 

systems, because the communication cost, quality, availability, response time, and security, as 

experienced/available today, do not always meet the expectations. Improved communication and 

security solutions are needed to increase controllability, to manage loads, and to ensure high quality and 

flexibility of distributed energy systems.  

In this document, we use the illustration depicted in Figure 1 as a reference model for the ICT 

architecture, actors, system components, and services. 
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Figure 1. SmartNet reference model illustrating  the ICT architecture, actors, system components, and services. 

The gray boxes present core business actors/roles in five coordination schemes. The stakeholders can 

play multiple business actor roles. For example, an aggregator can do both technical aggregation and 

energy trading, and, in this reference model, the Market Operator (MO) is a role that could be played by 

various actors depending on the market scenario: central market (TSO), local (DSO), shared (TSO-DSO), 

and independent (IMO).  

Blue boxes represent the main system components used by business actors: 

¶ Trading system (TS) is the system devoted to exchanging information with the market 

management system, e.g. schedules for planning or activation of ancillary services.  

¶ DMS/EMS-SCADA is considered here as the system used for network operation. 

¶ Market management system (MMS) is the system used to run the market processes (by the TSO, 

DSO or IMO) and to connect market operator and stakeholders. 

Connecting blue lines in the figure represent communication links between system components. Most 

of the connections are related to services exchanged in the market framework and, therefore, they are not 

time critical . They do not require an immediate response. Only DMS/EMS-SCADA related communications 
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are considered real time, involving mainly measurement exchange in SmartNet use cases. Some of the 

interfaces are internal  and they are depicted with thinner lines . 

Green boxes are ancillary services identified in deliverable D1.3 including frequency 

restoration/balancing (aFRR, mFRR and RR) and congestion management, frequency containment 

reserve (FCR), and voltage control (VC) [1] . DER services in technical aggregation block include different 

types of technical aggregation services, which can be used to help the grid operations related to e.g. 

frequency and voltage control. The figures in the middle represent the grid infrastructure and distributed 

energy resources, from high-voltage down to low-voltage.  

This drawing is used as a reference illustration throughout this document to help the reader to 

understand the relationship between the SmartNet architecture and the ICT requirements described. 

This report is a continuation to the deliverable D3.1, which defined the foundation for ICT 

requirements and the process to capture the ICT requirements at business and operation levels from the 

WP1 TSO-DSO coordination schemes [3] . This deliverable presents the SGAM models for the overall ICT 

architecture and for pilot systems. In this context, the SGAM models for pilots are called profiles and they 

are created for WP4 (Simulation Platform) and WP5 (Pilots) as ICT recommendations. 

2.1 Scope 

4ÏÄÁÙȭÓ ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÁÒÃÈÉÔÅÃÔÕÒÅÓ ÁÒÅ ÄÅÓÉÇÎÅÄ ÆÏÒ ÇÅÎÅÒÉÃ ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÎÅÅÄÓȢ 4ÈÅÙ ÄÏ ÎÏÔ 

address all of the energy system requirements [4] . Our architecture design scope was the five 

coordination schemes and associated ancillary service use cases presented in the deliverable D1.3 [1] . We 

focused on a common ICT architecture design as well as on the creation of derived models for each pilot 

and simulation platform. The coordination schemes specified in D1.3 contain the following market 

models: 

¶ Centrali sed AS market model:  There is one common market for ancillary services, operated by 

the TSO for resources at both transmission and distribution levels. The TSO is responsible for the 

operation of its own ancillary service market. The DSO is not involved in the procurement and 

activation process. The TSO does not take DSO constraints actively into account. The DSO may 

buy some flexibility resources in the longer term to solve e.g. structural grid congestion or to 

postpone certain grid reinforcements. 

¶ Local AS market model:  There is a separate local market managed by the DSO. DSO level 

resources are offered to the TSO via the DSO/local market after the DSO has allocated resources 

needed for solving local congestions. The DSO aggregates and transfers bids to the AS market, 

operated by the TSO. The DSO assures that only bids respecting the DSO grid constraints can take 

part in the AS market. The TSO is responsible for the operation of its own market for ancillary 

services, where both resources from the transmission grid and DSO aggregated resources from 
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the distribution grid can take part. The DSO has priority to use the flexible resources from the 

local grid. 

¶ Shared balancing responsibility model:  There is an ancillary market for resources connected 

to ÔÈÅ 43/ȭÓ ÇÒÉÄ ÁÎÄ Á ÓÅÐÁÒÁÔÅ ÌÏÃÁÌ ÍÁÒËÅÔ ÆÏÒ ÒÅÓÏÕÒÃÅÓ ÃÏÎÎÅÃÔÅÄ to ÔÈÅ $3/ȭÓ ÇÒÉÄȢ 4ÈÅ 43/ 

and DSO are sharing balancing responsibilities according to a predefined schedule. Resources 

ÆÒÏÍ ÔÈÅ $3/ȭÓ ÇÒÉÄ ÃÁÎÎÏÔ ÂÅ ÏÆÆÅÒÅÄ ÔÏ ÔÈÅ 43/ȭÓ ÇÒÉÄȢ $3/ ÃÏÎÓÔÒÁÉÎÔÓ ÁÒÅ integrated into the 

market clearing process of the local market. The TSO is limited to resources connected at the 

tr ansmission level. The TSO is responsible for the balancing of the transmission grid. The DSO is 

the operator of a local market. The DSO contracts local flexibility for both local congestion 

management and balancing of the DSO-grid. The DSO is responsible for the balancing of the DSO 

grid according to the predefined schedule. 

¶ Common TSO-DSO AS market model: There is a common market for flexibilities for both TSO 

and DSO with resources connected at both transmission and distribution levels. TSO and DSO are 

both responsible for the management and operation of the market. DSO constraints are 

integrated into the market clearing process. Two alternatives are considered:  

(1)  All constraints are integrated into one optimization  process that encompasses both TSO and 

DSO grid constraints (centralised),  

(2)  A separate local DSO market for local grid constraints runs first (without a commitment to 

the market participants) and communicates with an AS market operated by a TSO with 

transmission grid-connected resources. The outcome of the second market communicates 

back to the first market to find the optimal solution to be communicated to the market 

participants (decentralised variant).  

The TSO and DSOs are jointly responsible for the market operation of the common TSO-DSO 

market in the centralised case or jointly responsible for the final outcome of the two separate 

market runs in decentralised case. The TSO is contracting AS from both transmission and 

distribution. In practice, in the centralised variant, the joint responsibility could be organised by 

allocating the responsibility to a third party, under the guidance of both TSOs and DSOs. 

¶ Integrated flexibility market model:  The common market is operated by an 

independent/neutral market operator. There is no priority for TSO, DSO or CMP. Resources are 

allocated to the party with the highest willingness to pay. There is no separate local market. DSO 

constraints are integrated into the market clearing process. TSOs and DSOs are contracting AS in 

a common market. TSOs and DSOs can sell previously contracted DER to the other market 

participants. Market forces dictate how flexibility will be allocated. 

This report continues the work that was started in D3.1 (ICT requirements specifications) to convert 

the ICT requirements into architecture design and functional specifications. The architecture design with 

SGAM modelling was extended from business and operation layers down to information, communication, 
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and component layers. The work included also the study of existing energy and communication system 

architectures and forthcoming technological enablers to assist us to design a flexible ICT architecture.  

The report is divided into five main chapters. Chapter 3 gives an overview of existing architectures in 

energy sectors providing the foundation for the architecture design. Chapter 4 focuses on methodology 

and describes the main stages and iterations required for discovering the ICT requirements and creating 

the ICT architecture for the ancillary services. Chapter 5 gives an overview of SGAM modelling and 

describes the ICT architecture model. Chapter 6 describes the pilot systems and the method how the 

developed ICT requirement capturing process was applied to the pilots. Chapter 7 introduces enabling 

technologies in ICT offering potential solutions to improve flexibility, reliability, security, and cost-

efficiency. The selected technologies cover 5G and IoT to collect information from all parts of the network. 

Technologies such as Network Function Virtualisation (NFV), Software Defined Networking (SDN) and 

network slicing are offering dedicated services for stakeholders over the same physical communication 

network. Data hub is providing easy access to up-to-date data storage, and the blockchain is offering 

improved security and privacy in market actions. These technologies come with a cost that needs to be 

assessed before introducing them to the architecture. 

The annexes present profile tables, which were utili sed in SGAM modelling and pilot profiling . The 

SGAM models created with Enterprise Architect are presented in a separate model file. 

2.2 Motivation 

Energy systems and markets are changing. They will become smarter, more flexible, and more 

adaptive. For this, more detailed information is needed from all parts of the grid and that requires an 

increased amount of communication. However, there are challenges with respect to communication 

availability, quality, and security. Forthcoming technologies are tackling these challenges and offering 

potential solutions. Despite this fast evolution in ICT, there is a need to evaluate and elaborate 

communication architecture for energy systems to fully exploit the potentials offered by ICT technologies. 

This includes the operations from the business layer down to the component layer. The architecture 

needs to be able to: 

¶ fulfil  monitoring aspects, 

¶ guarantee observability, 

¶ control distributed generation, flexible demand and storage systems, and 

¶ permit the participation of DER in energy markets. 

Our motivation for carefully analysing different TSO-DSO coordination schemes and associated use 

case descriptions was to better understand the interactions between different stakeholders and their 

systems. Each interaction has been identified with communication and security requirements. In order to 
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fulfil  those requirements, we were also enforced to gather more information about existing energy and 

ICT architecture designs and forthcoming communication solutions with their pros and cons. 

Figure 2 depicts the role of ICT as an enabler for services and applications in energy systems. Effective 

coupling of communication and energy networks is essential for the creation of an agile energy system 

with two -way electricity and information flow from the power plants down to appliances. Open energy 

markets and ICT technologies allow small DER owners and aggregators to participate in energy markets 

and to create new renewable power generation options and ancillary services. 

 

Figure 2. Smart grid as a system-of-systems [5]. 

2.3 Key objectives 

The goal of this report is to present the outcome of the design and analysis procedure to capture ICT 

requirements for future energy systems in different coordination schemes and to design a common ICT 

architecture model to support selected ancillary services. The other goal is to test the architecture design 

with the information obtained from Danish, Spanish, and Italian pilots and simulation platform presented 

in chapter 6 and to evaluate its feasibility for practical implementations. 
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There was a technical gap between energy and ICT experts, so a co-operative process was needed to 

enforce both energy and ICT experts to interact closely. We used an iterative and incremental design 

process to find the suitable design level. The procedure included the following tasks: 

¶ Analysis of the need for information exchange and communication among different stakeholders 

in centralised and distributed coordination schemes. 

¶ Discovery of ICT technologies available now and in the future, and understanding possibilities 

and challenges associated with them. 

¶ Elaboration of ICT architecture design and the creation of profile specifications to the SmartNet 

pilots and simulation platform. 

Our first goal was to utilis e and enhance the results of deliverables D1.3 and D3.1, and take them 

closer to ICT system realisations in WP4 (simulation platforms) and WP5 (pilots) . We selected Enterprise 

Architect software with SGAM extension as the main tool for the design and management of the ICT 

architecture model. The model specifications in the electrical form significantly eased our design work 

during iteration cycles and later, the delivery of specifications to WP4 and WP5.  

Our second goal was to use well-defined terms and definitions in order to support the exploitation of 

the ICT architecture design model during and after the SmartNet project. For this, common terms, 

definitions, and use case template skeleton were taken from the ELECTRA project [6] . They were 

modified during the design and analysis process to support both TSO-DSO level market and ICT aspects.  

Our ICT architecture design does not completely fulfil  the detailed specifications needed for ICT 

system realisations. It is not possible to come up with a detailed design that fits in all market, business, 

and ICT environments. Therefore, we see this report and the associated SGAM model as a starting point 

or guidelines for practical system realisations. These guidelines are prepared together with energy and 

ICT experts focusing on specific ancillary service use cases. To ease the understanding of the guidelines, 

we also created design examples for Danish, Spanish, and Italian pilots as well as for simulation platform. 

Our last goal was to create pilot specific SGAM models for each of the pilots based on the realisation 

plans and identified requirements. Such models should include the main steps of functionalities and a 

graphical presentation of the architecture covering system actors, services and the relations between 

them.  
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3 Energy architecture overview 

This chapter presents the system implementation of selected ancillary services today and in the future 

in the context of SmartNet. The studied ancillary services include frequency restoration/balancing (aFRR, 

mFRR and RR) and congestion management, frequency containment reserve (FCR), and voltage control 

(VC) [1] . 

3.1 Illustrations of present and future energy architectures for ancillary 
services 

Ancillary services refer to a range of functions, which TSOs need for guaranteeing the adequacy and 

security of electrical grids. These services include frequency regulation, provision of reactive power and 

other services. Access to a broad range of services offered by a wider range of providers (including RES, 

aggregators, consumers, etc.) will allow TSOs to make more efficient decisions in order to improve the 

adequacy and security. 

Today, resources connected to a medium voltage (MV) grid cannot provide ancillary services; 

however, implementing smart grid functionalities, DSOs will be allowed to manage new devices and 

information from the network and, consequently, improve the real-time operations. New smart grid 

functionalities will provide new opportunities and facilitate the involvement of new actors. The following 

subchapters illustrate the frequency containment control, frequency restoration reserve, and voltage 

control  ÉÎ ÔÏÄÁÙȭÓ ÁÎÄ ÔÏÍÏÒÒÏ×ȭÓ ÁÎÃÉÌÌÁÒÙ ÓÅÒÖÉÃÅÓȢ 4ÈÅ ÆÕÔÕÒÅ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÏÆ ÔÈÅ ÁÎÃÉÌÌÁÒÙ ÓÅÒÖÉÃÅ ÉÓ 

illustrated by applying a specific coordination scheme to the architecture.  

3.1.1 Frequency containment reserve 

The purpose of the frequency containment reserve (FCR) is to control and balance any frequency 

fluctuations from the nominal value in order to maintain the power balance in the interconnected system. 

As can be seen in Figure 3, this service is limited to high voltage (HV) units, which can adjust swiftly 

their active power in order to balance any frequency fluctuations. Today this service is mandatory for the 

adequate power plant (P > 10 MVA) and generally, it is not remunerated. 
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Figure 3. Frequency Containment Reserve (FCR) today. 

According to Figure 4, the TSO operates a centralised common AS market, in which it contracts FCR 

services from units connected to HV or MV. TSO and DSO have a common object of minimiz ing their 

(operational) costs. Currently, the activation of FCR is totally autonomous. Therefore, the communication 

during activation is not necessary. 

 

Figure 4. Frequency Containment Reserve (FCR) tomorrow. 

Prequalification, procurement, activation, and settlement procedures are the most important AS 

procedures with respect to TSO-DSO coordination schemes. In FCR, those stages include: 
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1. Prequalification: Aggregated resources have to match some FCR requirements in terms of 

response speed, network constraints, and reliability.  

2. Procurement: In this phase, FCR resources are purchased from the market through bilateral 

contracts or obligations. 

3. Activation: The FCR activation is based on the local frequency measurement and it does not need 

any communication. 

4. Settlement: This phase regards the financial settlement of agreed responses base on the results 

of the procurement and verification stage 

3.1.2 Frequency restoration reserve 

The purpose of the frequency restoration reserve (FRR ɀ FRRa and FRRm) is to restore the frequency 

to its nominal value after sudden occurrences of system imbalances and to release activated frequency 

containment reserves back to normal use after the restoration. As can be seen in Figure 5, the current 

FRR service is open only to HV resources connected to transmission grids. The bid submissions session 

takes place in the ex-ante Ancillary Services Market. This market is managed by TSOs. 

 

Figure 5. Frequency Restoration Reserve (FRR) today. 

Figure 6 shows a possible scenario according to Shared balancing responsibility market. It uses new 

Smart Grid functionalities, in which DSOs are responsible for the balancing management of MV grids. This 

responsibility is specified by the definition of an energy exchange profile at the interconnection between 

the TSO and DSO. In order to manage its own grid, the DSO runs a local market where CMP and 

Aggregators can sell local ancillary services. 
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Figure 6. Frequency Restoration Reserve (FRR) tomorrow. 

In FRR, the main stages are the same than in the frequency containment reserve including the 

following stages: 

1. Prequalification: This stage is characterised by two parts: technical and system prequalification. 

The first is carried out once in order to verify if the asset complies with the technical 

requirements. The latter checks regularly if the asset complies the real-time grid constraints. 

2. Procurement: The DSO runs a market where bids for DER, by commercial market players or 

aggregators, are collected. The bid contains information regarding the energy, the asset location, 

and its constraints. Procurement ÁÔ 43/ ÌÅÖÅÌ ÒÅÍÁÉÎÓ ȰÂÕÓÉÎÅÓÓ ÁÓ ÕÓÕÁÌȱȢ 

3. Activation: In this phase, DSO procures any flexibility for the balancing management of its MV 

grid. Activation ÁÔ 43/ ÌÅÖÅÌ ÒÅÍÁÉÎÓ ȰÂÕÓÉÎÅÓÓ ÁÓ ÕÓÕÁÌȱȢ 

4. Settlement: DSO and TSO collect metering data for assets in their respective networks. 

3.1.3 Voltage control 

The purpose of the voltage control (VC) is to maintain voltages within acceptable limits and enable the 

system to respond to both contingencies and shifts in generation and demand. The present version of 

voltage control is illustrated in Figure 7. This service is mandatory for each adequate generator, and it is 

not remunerated. 






























































































